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Welcome to Railinc Messaging Console System Overview

Welcome to Railinc Messaging Console

System Overview

The Railinc Messaging Console (RMC) is a web-based application that enables customers to
view their messages that are sent and received through the Railinc network, retrieve information
about their message routing configurations and usage patterns, and look up information about
trading partners. All functions can be performed from the application menu bar on most pages
(Exhibit 2).

The Railinc Message Console (RMC) allows authorized external users to:

Search and retrieve messages from inbound (to Railinc) or outbound (from Railinc) logs.
Download and retransmit messages.

View Railinc Messaging System (RMS) message routing.

Drill-down on aggregated (hourly) message statistics.

Set up notifications. Alerts are sent to users when selected criteria are met. For example,
alerts can be sent when no SWETA/SW421 messages have been received within the last
hour.

Railinc Contacts

The Railinc Customer Success Center provides reliable, timely and high-level support for Railinc
customers. Representatives are available to answer calls and respond to e-mails from 7:00 a.m. to
7:00 p.m. Eastern time, Monday through Friday, and provide on-call support via pager for all
other hours to ensure support 24 hours a day, 7 days a week.

Contact us toll-free by phone at (877) RAILINC (1-877-724-5462) or send an e-mail directly to
csc(@railinc.com.

General User Interface and System Requirements

General user interface information (typical keyboard selection equivalents and shortcuts), as well
as system requirements are available in the Railinc Ul Dictionary.
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RMC Interface

Each page in a Railinc web application has the same structure.

Exhibit 1. RMC Page Layout
!Qn‘@ﬂc Railinc Messaging Console @ @HL‘ICZ.XH.E( LaupshPad »  ConfactUs  Sign Out

@) Messages- Monitoring ~ Routing = Tools~ Help

Search Mesaages@

[EEEEE R et s -
Date & Time Message Direction
*From: 10-05-2015 & 00 00 00 ® Inbound (ILOG) [IMessage with errors only
*To: 10-05-2015 & 23 b 59 | 59 ) Outbound (OLOG)
Range: Entire Day _ﬂ @

Message Info

|
|
|
|
|
|
|
|
|
|
I
I
: Search By: Header v Message Type: Q Include  [v]
I
|
|
|
|
|
|
|
|
|
|
|
I

v
Sender: | is exactly v Q
Y ,J Message Text:
Receiver:  is exactly v Q
: J Control Number:
Date&Time v O] A
Sort J DESC 5C Mailbag Number:
By:
Terminal:
Previous Queries ﬂ Query Name/Notes: Query Na @
e e i et e ottt A S i e e i A R i i Nt ottt i il i i i ot i i et et 4
@ Legal Notices | Privacy Rights | ContactUs | Terms of Service @ Copyright @ 2014 Railinc. All rights reserved

1 Logo—Railinc logo. Logo is link to the Railinc corporate website.

2 Application Title—Name of the application. This is also a link to the Home page of the
application.

3 User ID—Logged in user.

4 Company—Company user is representing. For individuals representing several roads.
Selecting this link while logged on opens the Select Company page, to reselect the company
on whose behalf the user will be working—without logging out.

5 Launch Pad—Link where the user can click to go directly to the SSO Launch pad, or hover
over to display a dual drop-down menu to switch to other authorized Railinc applications (left
side) or go to the SSO User Services functions (right side), e.g., change passwords, request
other applications, etc.

6 Contact Us—Opens a page of contact information (local road, Railinc support).

7 Sign Out—Logs out of current application and returns to the Railinc SSO login page.
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8 Application Menu—The top of the Railinc page displays the application menu options. The
options on this menu allow you to perform the various functions of the application.

9 Page Title—The title of the specific application task page.

10 Message Area—Area under the page title which displays messages as needed (shown
outlined with blue dashes). Also found here are breadcrumb navigation links, allowing users
to quickly return to previously viewed screens.

11 Page content area—The area of the page where tasks are executed (shown outlined with red
dashes). These vary and may include a number of different elements, which are described in

the next sections.

12 Legal Links—This area at the bottom left of each page contains links to applicable legal
notices, privacy rights, terms of service, and the Contact Us link.

13 Copyright—This area at the bottom right of each page shows copyright information.

RMC Application Menu

Exhibit 2 shows the RMC application menu.

Exhibit 2. RMC Application Menu

Messages - Monitoring - Routing - Tools - Help~

The RMC application menu provides the following functions:

Exhibit 3. RMC Application Menu Functions

Menu Item Function

Messages Opens the Messages menu (Exhibit 6).
Monitoring Opens the Monitoring menu (Exhibit 34).
Routing Opens the Routing menu (Exhibit 43).
Tools Opens the Tools menu (Exhibit 47).
Help Opens the Help menu (Exhibit 55)
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Getting Started Register to Use Railinc SSO

Getting Started

The RMC application is accessed using the Railinc Single Sign On (SSO), which can be accessed
from the Railinc portal at http://www.railinc.com. The SSO log in is located at the upper right of
the page. Refer to Register to Use Railinc SSO on page 4.

Register to Use Railinc SSO

Each RMC user must register to use Railinc Single Sign On. It is beyond the scope of this
document to describe the use of Railinc Single Sign On. Refer to Railinc SSO and Launch Pad
User Guide. This User Guide is available as a PDF download at www.railinc.com. Select the @)
icon in the Account Access window to view.

Once SSO registration is complete, the user must request access to RMC within SSO.

Requesting RMC Access

After authorization to use Railinc SSO is received, the user must request general access to RMC
following instruction in the Railinc SSO and Launch Pad User Guide.

Exhibit 4. SSO Request Permission to RMC

> i WRITENOW : RAIL - RAILINC CORPORATION
B RAILING | ser services

User Services | Request Permission

Railinc Messaging Console 2

* Select Role 3 RMC Client Profile

Users in this role will have capability to view information and standard features
provided by the Railinc Messaging Console (RMC). This role is intended for Railinc
customers only

O RMC Railinc user

Users in this role will have capability to view information and Advanced features
provided by the Railinc Messaging Console(RMC). This role is infended for Internal
Railinc employees only

Comment

o ] e

The user must select the RMC Client Profile role, enter an optional comment and Submit the
request.

When e-mail notification of approved access to RMC is received, the user can log on and begin
using RMC. Refer to Logging In on page 5.

Note: Access to functions for specific companies within RMC is handled by the Railinc RMC
administrator who has the authorization to approve user’s RMC tasks (and menu items).
Other tasks can be performed by Railinc RMC administrators only.
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Getting Started

Logging In

Logging In
To log into RMC:

1. Open the browser.

2. Open the Railinc portal at http://www.railinc.com.

3. Loginto SSO. The Launch Pad is displayed.

4. Select Railinc Messaging Console. The RMC Search Messages page is displayed (Exhibit

3).

Exhibit 5. Search Messages

BerAansne |Railinc Messaging Console

RMCEXTER : AF Launch Pad ~ Contact Us Sign Cut

Message Direction

® Inbound (ILOG)

O Outbound (OLO!

Message Type:

Message Text:
Control Number:
Mailbag Number:

Terminal:

Messages~ Monitoring~ Routing~ Tools~ Help~
Search Messages
Date & Time
*From: 10-05-2015 =] 00 0o [ 00
*To: 10-05-2015 =] 23 59 [ 59
Range: Entire Day ﬂ
Message Info
Search By: Header ﬂ
Sender: s exactly vl Q
Receiver: s exactly ﬂ Q
Sort Date&Time  |v] ® DESC O ASC
By:
Previous Queries ﬂ

Query Name/Notes:

O Message with errors only

G)

Q Include  [v]

Note: Ifthe user is authorized to act on behalf of more than one company, the Company

Selection pop-up is displayed

5. The user can choose to execute a search, or select another menu item (Exhibit 3).

Logging Off

On any RMC page, select the Sign Out link at the upper right of the page. The Railinc SSO login

page is displayed.
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Messages

Here are descriptions of the processes to search and extract messages, as well as to view a
message summary and performance statistics.

Exhibit 6. Messages Menu

Messages~

Search Messages

My Queries

i Aggregate Statistics

Exhibit 7 describes the tasks available on the Messages menu.

Exhibit 7. Messages Menu Items and Descriptions
Menu Item Description

Search Messages Allows the user to search for, and download messages.

Aqgregate Statistics  Allows the user to access aggregated message statistics.

My Queries Allows the user to view and reuse previous queries.

Search Messages

RMC provides the ability to search for messages transmitted through the Railinc Message Switch
(RMS) using various search criteria. RMC also shows a summary of messages transmitted
through RMS.

Note: To re-run a previously ran search, select it from the Previous Queries dropdown
at the bottom of the page. The input fields will be filled with the previously
specified parameters and can be re-run by selecting Search.

To search for messages.

1. On the navigation menu, select Messages>Search Messages. The Message Research page is
displayed (Exhibit 8).
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Search Messages

Exhibit 8. Search Messages

Search Messages
Date & Time
*From: 09-10-2015
*To: 09-10-2015
Range: Entire Day
Message Info
Search By: Header
Sender: is exactly
Receiver: is exactly
Sort By: Date&Time
Previous Queries

(<] |[<]] [<]||[<]

& 00 00 00
& 23 | 59 59
~
Q
Q
® DESC O ASC
~

Message Direction

® Inbound (ILOG) O Message with errors only

O Qutbound (OLOG)

Message Type: Q Include v
Message Text:
Control Number:
Mailbag Number:
Terminal:
Query Name/Notes:

2. Complete the available Date/Time fields.

Date From/To*—Required fields. Use the available input fields to specify the start and
end date and time for your message search parameters. If desired, use the calendar tool to
select specific dates. Both fields default to today’s date. Limit is 14 days for queries.

Range—Use the drop-down to select messages within a certain time range. Valid values

include:

Last hour

Last2 hours
Last3 hours
Last4 hours
Lasts hours
Last 6 hours
Last 7 hours
Last & hours
Last9 hours
Last 10 hours
Last11 hours
Last 12 hours
Entire day

[+ This drop-down allows users to set the time range without

having to enter two specific times. Values starting with “Last”

end at the current time on the current day. The time range
becomes dynamic, that is, times change when the user presses
Search so the time range is current. Changing either the start
or ending time makes the time range static. The rest of the
values are static. Early morning is midnight to 6 AM, Late
morning is 6 AM to noon, Afternoon is noon to 6 PM, and
Evening is 6 PM to midnight. When a range is selected, the
hours included are displayed in the time fields.

Early morming hours

Late morning hours

Afternoon
Evening

Note: The default range is entire day.
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Messages

Search Messages

3. Select Message Direction options:

Inbound (ILOG) — Look for inbound (to Railinc) messages (default).
Outbound (OLOG)—Look for outbound (from Railinc) messages.

Messages with Errors only—Select check box to only include messages with errors
(applies to Inbound (to Railinc) messages only)

4. Select Message Info options:

Search By—Select Header or GS Header. A Header refers to Interchange Control
header, often called ISA header. Every header has a trailer. For an ISA header , the trailer
is IEA. A GS Header refers to the header in the GS segment, called GS header. The
trailer here is called GE. (see Appendix A — Messaging Details for details on message
content).

Sender—This can be any valid roadmark. Results include messages that were sent by the
road. A Boolean operator can also be used for partially known roadmarks (Exhibit 9).

Exhibit 9. Sender/Receiver Boolean Operators

= is exactly—the Sender/Receiver roadmark must exactly match the value specified

IS exa Cﬂ‘y’ [* | (e.g. CSXwill only find messages whose sending roadmark is exactly CSX).

is exa th begins with—the Sender/Receiver roadmark must begin with the value specified (e.g.,
b . CSX will find all messages whose sending roadmark starts with CSX, including CSXT).

be gins .WITJ"I ends with—the Sender/Receiver roadmark must end with the value specified (e.g., XT

ends with will find all messages whose sending roadmark ends with XT, including CSXT).

contains contains—the Sender/Receiver roadmark must contain the value specified (e.g., SX

will find all messages whose sending roadmark contains SX including CSXT).

Class I roads Class | roads—the Sender/Receiver roadmark must be a Class | railroad.

Note: Wildcards (using %, not *) are also allowed. Refer to Step 2.b on page 34.

Select the lookup icon ( q.) to search for roadmarks (Exhibit 10).

Exhibit 10. Managed Company Lookup

Managed Company Lookup

© Please specify either a partial ID or partial name

ID: or Name:

Enter either an ID or the Name of the roadmark and select Search. Select one of the
listed results to highlight it and then click the Select button or double-click a result to
have that roadmark fill the field on the Search Messages page.
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Messages Search Messages

Receiver—This can be any valid roadmark. Results include messages that were received
by the road. Use Boolean Operator as needed (Exhibit 9) or wildcards. Select the lookup

icon ( Qu) to search for roadmarks (Exhibit 10).

e Sort By—Select how the results will be sorted by default (date&time, Control Number,
Sender, Receiver, Type, Length or Terminal). Select the DESC or ASC radio button to
have the results sorted in either descending or ascending order based on the selected sort
category.

e Message Type—This can be one or more valid message types, separated by commas.
The search is not case sensitive and abbreviated types are allowed. For example, ‘sw41’
results in all messages whose message type start with ‘SW41” including SW417, SW418,
etc. Select the lookup icon ( qn) to search for a message type (Exhibit 11). Wildcards
(using %, not *) are also allowed. Refer to Step 2.b on page 34.

Exhibit 11. Message Type Lookup

Message Type Lookup

MessageType Envelope AlternateType AlternateEnvelope Desc
[0 FA417 | SWAYBO0 T RAIL CARRIER WAYBILL INTERCHANGE
O swiy | SWAYBO0 T RAIL CARRIER WAYBILL INTERCHANGE

10 | 25 50 | 100

In this example, 417 was entered and two message types were listed after selecting Search.

Check the boxes for the message types wanted and select Select. The selected message types are
included in the Message Type field. Use the dropdown to select to include or exclude the
indicated message types.

e Message Text—This can be any text contained within the message, including the
message payload. For example, it is possible to search for car initial and number using
this field. Wildcards (using %, not *) are also allowed. Refer to Step 2.b on page 34.

e Control Number—A valid TRAIN II or ISA control number as specified in the message
header.

e Mailbag Number—A data set that consists of a header and trailer, actual EDI message
data, and provides destination and processing information for an interconnected entity
such as a VAN.
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e Terminal—A unique ID assigned to a terminal inside of the messaging system which is
used to route information between railroads. Following a successful search, details on
the Terminal ID are available by scrolling over the Terminal ID column on the Search
Results page (Exhibit 15).

5. Use the Previous Queries dropdown to pull up and re-run previously run queries. This will
change any already entered query input field, other than then Range.

6. Input a Query Name/Notes as a way to identify a query. This makes it easier to identify it if
it needs to be re-run. Once ran, the query will appear with the given name in the Previous
Queries drop-down.

Note: If a query if not given a specific name, it will be identified by default by the date and
time that it has been processed.

7. When all criteria have been set, select Search. A Query Running pop-up is displayed (Exhibit
12).

Exhibit 12. Search Messages (with Query Running pop-up)

& Query Running

Your query is being processed. You will be redirected to the My Queries page for status and
results.

-0

8. Select Yes to clear the panel or wait until the query is finished. The user is automatically
redirected to the Query List page (Exhibit 13).
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Exhibit 13. My Queries/Query List (with query results)

Query List
Duplicate

Query Name
09-14-2015 16:20:26

od

Delete

From Date

¥ Remove Empty

To Date

2015-09-14 D6:00:00 = 2015-09-14 11:59:50

Direction
Inbound

Criteria
Sort By: Date&Time

Results
4798

~
[

Query Time
00:00:01.353

Sort Type: desc
Search By: Header
Sort By: Date&Time
Sort Type: desc
Search By: Header
Sender: is exactly RRDC 0
Message Type: EMISCT1
Message Type Inc/ Exc: Include
Sort By: Date&Time

Sort Type: asc

Search By: Header

Sort By: Date&Time

Sort Type: desc

Search By: Header

Sort By: Date&Time 389
Sort Type: desc
Search By: Header
Sort By: Date&Time
Sort Type: desc
Search By: Header
Sort By: Date&Time
Sort Type: desc
Search By: Header
Sort By: Date&Time 388
Sort Type: desc

Caarch B Hasdar

[ 09-14-201516:19:56  2015-00-14 04:19:35  2015-09-14 16:19:35  Inbound 00:00:01.665

[0 09-14-201516:00:01  2015-05-1619:47:46  2015-05-19 19:47:46  Inbound 00:00:07.644

[ 09-10-201515:07:00 2015-09-01 00:00:00 2015-08-10 23:59:59  Inbound 5282 00:00:27.237

[ 09-10-201514:59:55 2015-09-10 00:00:00 2015-09-10 23:59:59  Inbound 00:00:03.780

[ 09-10-201514:53:48  2015-09-10 00:00:00 2015-09-10 23:59:50  Inbound 7749 00:00:27.571

[0 09-10-201514:33:25  2015-00-10 00:00:00 2015-09-10 23:59:59  Inbound 7385 00:00:03.146

[] 09-10-201514:36:13  2015-09-10 00:00:00 = 2015-09-10 23:59:58  Inbound 00:00:02.324

10 1 25 | 50 | 100

The latest/newest query is at the top of the list. Except for the checkbox at the left, the entire row
is a link the user can select to view details of the search (Note: Queries with Count = 0 have no
link.).

Note: Large queries can require more time to complete. Processing is displayed in the Result
Count field of the My Queries page during that time. The refresh icon < can be selected
in order to check on the completion of query processing; however, the screen will update
automatically once the processing is complete.

9. Navigate the results. If there are multiple pages of output records, page navigation links
appear at the top and bottom of the results screen. Use the controls described in Exhibit 14 to
locate messages. The same navigation options also appear on the Search Results page
(Exhibit 15).

Exhibit 14. Message Navigation Controls

« 2 3 4 B 7 4 » 10 | 25 | 50 | 100
r» A r» A~ A r» A 0
Prev 1st Previous  Current  Next Last  Next Change Number of
Page  Page Pages Page Pages Page  Page Results Showing

10. Perform one of the following actions:
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a. Duplicate: Select a listed query and then Duplicate to redo/adjust a query. The
Search Message page is displayed with the parameters of the selected query. As
needed, modify the settings and rerun.

b. Delete: Select a listed query and then Delete to remove that query from the list. A
confirmation message is displayed. To confirm, select Yes. The selected query is
deleted.

c. To view details of a query, select a row with indicated query results. The Search
Results page is displayed (Exhibit 15). The default number of messages displayed is
250.

Exhibit 15. Search Results

Message Search /My Queries | Search Resulis
Search Results
Messages Transmission Summary
All| None |Range | Invert Displaying 20000 messages out of 37983 messages that match your Query, 0 messages selected
# Date Time Content  Routing Errors Ctl# Sender Receiver Type Length Terminal Id
1 ] 10-06-2015 05:06-11 = - viZIa EWKHQ SCGPE TRAIN76 11950 APPLO020
2 ] 10-06-2015 05:06:09 = - Vhikhy avoLy FDNLD UMLRCE0 337 EMISD250
3 O 10-06-2015 05:06:09 = - UAeQA XMMTL PWXZJ TRAIN76 147 APPLO120
4 ] 10-06-2015 05:.06:.07 b4 - UFdiP KQGNV IBYBL EDACKS1 o APPLO020
5 [m} 10-06-2015 05:06:07 P-4 - oNcUG DSGQN SSHAY UMLRCE0 829 UNKNOWN
6 [m} 10-06-2015 05:06:06 = - kYCYY QYUHS DIQGO SWETADD 317 APPLO020
7 [m} 10-06-2015 05:06:06 b4 -+ TheFA FBNOS IKNRT TRAIN7G 147 APPLO140
8 [} 10-06-2015 05:06:06 P4 - MjkA RVKRM ZPEHB SW417 1085 BNSF0010
9 O 10-06-2015 05:06:04 b4 - KcoMa CFGNO WEMCC sw322 552 NXP*0140
10 O 10-06-2015 05:06:03 P4 -+ DnFmN XLAXL HPIAF TRAIN10 157 CMMX0010
11 O 10-06-2015 05:06:02 P-4 -+ mPrFe AlYWI ZDWIY SW420 256 NS=0410
12 O 10-06-2015 05:06:01 = - xhroy POZTK ZDBDP EDACKS1 9 APPLO020
13 O 10-06-2015 05:06:01 P-4 -+ ZvXpa KSEZN MCZOA Swa17 1332 APPLO01O
14 ] 10-06-2015 05:06-00 = - CzwkK NHWDM YIAVS SWAYBOD 234 APPLO0BO
15 [m} 10-06-2015 05:05:59 = - GBHVg ZTDAI TPWTL EMISCE1 208 EMISD250
16 O 10-06-2015 05:05:59 = - UgpVB ZIHNC THYHO EDACKS1 9 APPLO020
17 ] 10-06-2015 05:05:53 = - YDurc WTBVU Glusy TRAIN10D 138 UNKNOWN v
18 mn 10-06-2015 05:05:51 D4 - mDdko PFDAO RNOVE Sw421 359 KCS*0010
- 2 345 & 7 0 s 10 | 50 | 100 | 250 500
*Sorting and filtering will only be applied to 20000 messages displayed on the screen

11.

A group of message selection buttons appear at the top of the page (Exhibit 16). Select
messages for further message action buttons to appear (Exhibit 17). These links act against
the currently shown page only.

Exhibit 16. Message Selection Buttons

Here is an overview of the message selection buttons (Exhibit 16):

All—Selects all messages on the currently shown page.
None—Deselects the entire list on the currently shown page.

Range—Use to select all messages between two individually selected messages on the
currently shown page.

Invert—Reverses the existing selections (unchecked becomes checked, and checked
becomes unchecked) on the currently shown page.
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Exhibit 17. Message Action Buttons

i | Retransmit | Download/ Extract i

! |

Here is an overview of the message action buttons (Exhibit 17):

Retransmit—Retransmits selected messages on the currently shown page.

Download/Extract—Downloads selected messages on the currently shown page.

12. Perform one of the following actions:
] . .

a. Select the Content icon ~ next to a displayed message to view the full content of that
message. See Viewing Messages on page 14.

b. Select the Routing icon “* next to a displayed message to view the routing information
for that message. See Viewing Message Routing on page 16.

c. Select either the Error icon * or the Warning icon © next to messages with errors or
warnings to view those errors or warnings. See Viewing Errors on page 16.

d. Check one or more displayed messages and select Download to download the messages.
Use the selection links (Exhibit 16) as appropriate. See Downloading Messages on
page 17.

e. An option is available to retransmit messages. Select one or more displayed messages
(refer to Exhibit 16) and select Retransmit to retransmit the messages. Refer to My
Queries on page 19.

f.  Select the Transmission Summary tab to view a summary of all returned messages

(Exhibit 18).

Exhibit 18. Transmission Summary

fessages

Export

10-06-2015
10-06-2015
10-06-2015
10-06-2015
10-06-2015
10-06-2015
10-06-2015
10-06-2015
10-06-2015
10-06-2015
10-06-2015

10-06-2015

- :

Search Results

Transmission Date

Transmission Summary
Data displayed in transmission summary is grouped for all 37983 results matching your search criteria

Sender Message Direction Message Type Message Total Size

Count

AKDQA INBOUND 214 580

FXEHC INBOUND 214 580

JSLV INBOUND 214 580

QDPTM INBOUND 214 580

EMPX. INBOUND 301 715

HANJIN INBOUND 3n 839

DIYID INBOUND 315 589

HJSC INBOUND 315 654

CPRS INBOUND 322 1330

CPRSP INBOUND 322 13581

001315704P INBOUND 404 776

N =@ aala ol o a al a

169110165 INBOUND 404 2519 ™

4 5 6 7 79 10 50 100 | 250 | 500

The results displayed on the Transmission Summary page can be exported. To do this, select the
Export button. Transmission summary statistics are downloaded into Excel.

November 2015

13 Railinc Messaging Console User Guide



Messages Search Messages | Viewing Messages

Viewing Messages
Here is how to view message content following a successful message search (Exhibit 15):

1. From the Search Results page (Exhibit 15) select the Content icon = next to a displayed
message to view the full content of that message. The Message Text-Content panel opens
(Exhibit 19).

Exhibit 19. Message Text (Content Tab)

Message Text: PRTHU-FCOBM-SWETAQO(Inbound)
Content Print Friendly Hex Message Routing

ZGyLIjzvlz ThUFS] cOEACAESWUZEACVG] LrWCGXYVXGVIEYn]

ELIED

2. Perform one of the following actions:
a. Select another tab to view other message data.
e Print Friendly—to view the message in a print friendly format (Exhibit 20).
e Hex—to view the transmitted message in hex format (Exhibit 21).

e Routing—to view the routing history for the transmitted message (Exhibit 22).
External users can see only one side (messages they sent or messages they received).

b. Use the Previous or Next ﬂ button to view the next message details from the
results list.

Note: The current tab selection is maintained when going to another message.

3. When finished viewing, select Close (or the X) to close the message text panel and return to
the Search Results list (Exhibit 15).
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Exhibit 20. Message Text (Print Friendly Tab)

Content

Message Text:

Print Friendly

Hex Message

Routing

eZdKVLPEQ]zvHXZOKUFWzrOIXdGlMIdeHoHexsSrerbLEATPam

RUUFX-TXWNW-EHMSNO1(Inbound)

Exhibit 21. Message Text (Hex Tab)

Content

agoes
aeele6
aeasz
aga4s

Message Text:

Print Friendly

Hex Message

65 S5a 64 4b 56 4c 5@ 45 71
4b 55 46 57 7a 72 4f 49 58
48 6T 48 65 78 73 53 72 65

61 6d

Routing

6a 7a 76 48 58

72 62 4c 45 41

RUUFX-TXWNW-EHMSNO1(Inbound)

S5a 41
64 47 57 4d 4a 64 65
4z 58

eZdKVLPEqjzvHXZ0
KUFWzroIXdGhMlde
HoHexsSrerbLEAJP
am

Exhibit 22. Message Text (Routing Tab)

Message Text:

Content Print Friendly
Direction Sender
Inbound RUUFX

Hex Message

Receiver

TXWNW

Routing

MessageType
EHMSNO1

RUUFX-TXWNW-EHMSNO1(Inbound)

Terminal Time

UNKNOWN 10-06-2015 05:05:50
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Viewing Message Routing

To view message routing:
1. From the Search Results page (Exhibit 15) select the Route icon * next to a displayed
message to view the view the routing information for that message. The Message Text panel

opens (same as Exhibit 22).

2. View other tabs as needed, and when finished, select Close.

Viewing Errors

The system provides the ability to query messages that had errors. This includes viewing
warnings and rejection information generated for the inbound (to Railinc) message.

To view error and warning messages:

1. Execute a successful search for messages that include errors (see Step 3 on page 8).

2. From the Search Results page (Exhibit 15) select either the Error icon * or the Warning icon
A beside a message. The Message Text panel (Route tab) is displayed with the received
errors displayed at the bottom.

3. Select Close to close the Message Text panel.
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Downloading Messages

Messages can be downloaded as text files to either the local computer (PC) or to an FTP site. To
download messages:

1. Following a successful search for messages, from the Search Results page (Exhibit 15), select
one or more displayed messages (refer to Step 11 on page 12).

2. Select Download/Extract. The Extract Messages panel opens showing the selected messages
(Exhibit 23).

Exhibit 23. Extract Messages (Selected messages only)

Extract Messages

*® Extract to a file on local

® Selected messages only All messages matching search criteria
2 Message(s) will be extracted
# Date Time Curl # Sender Receiver Type Length Terminal Id
1 10-06-2015 05:06:11 vfZIQ EWKHQ SCGPE TRAINTG 11950 APPLO020
2 10-06-2015 05:02:48 zHGBI PRTHU FCOBM SWETADD 438 APPLO120

10 | 50 100 250 500

Extract

3. The Extract to a file on local is selected by default and cannot be unselected. This allows you
to save messages to your computer.

4. Either retain the default selection for downloading the Selected messages only or select All
messages matching search criteria to include all messages in your query. A summary of
download statistics is displayed (Exhibit 24).

Exhibit 24. Extract Messages (All messages matching search criteria)

Extract Messages

* Extract to a file on local

Selected messages only ® All messages matching search criteria

37983 message{s) match your search criteria. All messages will be extracted in the background

10 | 50 100 250 500

Extract

5. With either desired option chosen, select the Extract button. The downloaded message is
opened as a local file. Save as needed.
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Retransmitting Messages

Note: Users cannot retransmit more than 500 messages at one time.

Retransmission allows users to retransmit messages that might have been lost or discarded during
a specific time period.

To retransmit messages.

1. Following a successful search for messages, from the Search Results page (Exhibit 15), select
one or more displayed messages (refer to Step 11 on page 12).

2. Select Retransmit. The Message Retransmission panel opens (Exhibit 25).

Exhibit 25. Message Retransmission

Message Retransmission

2 Message(s) will be retransmitted
# Date Time Ctrl # Sender Receiver Type Length Terminal Id
1 10-06-2015 05:06:11 viZIQ EWKHQ SCGPE TRAINTE 11950 APPLO020
2 10-06-2015 05:02:48 zHGBI PRTHU FCOBM SWETAQD 438 APPLO120

10 | 50 100 | 250 500

3. Select Retransmit to retransmit the displayed messages. A message appears displaying the
results of the retransmission (Exhibit 26).

Exhibit 26. Message Retransmission (success message)

Message Retransmission

2 messages out of 2 messages retransmitted

# Date Time Ctrl # Sender Receiver Type Length Terminal Id
1 10-06-2015 05:06:11 viZlQ EWKHQ SCGPE TRAINTE 11950 APPLO02O
2 10-06-2015 05:02:48 zHGBI PRTHU FCOBM SWETADD 438 APPLO120

10 | 50 100 | 250 | 500

4. Select Cancel to close the panel and return to the Search Results page.
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My Queries

The My Queries function provides a list of the user’s executed queries.

Exhibit 27. Query List

Message Search /My Queries
Query List g
plicate | % Delete | % Remove Empty
Direction Type Criteria Results Query Time
Qutbound i 20274 O 05.042
S 15 07:53:28 1 15-08- 3:50:58 Inbound 1170
8-24-2015 17:21:34 1 2015-09-24 23:59:59 Outbound 17 1
9-24-2015 16:46:4 1 15-08- 59:58 Inbound 152011
9-24-2015 18:21:18 1 015 '3:59:58 Outbound 187
9-24-2015 16:19:24 Qutbound 1
9-24-2015 16:14:27 15-00-14 15-08- 3.59:59 Inbound
 is exactly RRDC
me
9-24-2015 181257 15-08- 2015-09-24 23:59:59 Inbound
9-24-2015 15:47:08 15-08- 2015-09-24 23:59:59 Inbound PROCESSING
5-24-2015 15:45:57 15-08- 015-09- Inbound 00:00:11.520
der
03-24.2015 14: 015- Inbound Errors Only - PROCESSING -
- e 41 10|25 [s0 | 100

Tasks available on this page include:

e View query details— Except for the checkbox at the left, the entire row is a link the user
can select to view details of the search (Note: Queries with Count = 0 have no link.) .
Refer to Viewing Messages on page 14.

o Delete Quer
e Duplicate Query
e Remove Empty

Delete Query

To delete a query:

1. Check the box beside the query and select Delete. A confirmation panel is displayed (Exhibit
28).
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Exhibit 28. Confirm Delete Queries

& Delete Query Confirmation

Are you sure you want to delete the selacted queries?

2. If unsure about the deletion, select No. Otherwise, select Yes to delete the query.

Duplicate Query

To duplicate and reuse a query:
1. Check the desired query.

2. Select Duplicate. The Search Message page is displayed with the existing criteria (similar to
Exhibit 8).

3. Adjust criteria as needed and select Search. Refer to Exhibit §.

Remove Empty

When a query brings back zero results, it still shows up in the Query List. To remove empty
results:

1. Select the Remove Empty button. A confirmation message is displayed (Exhibit 29).
Exhibit 29. Confirm Remove Empty

& Remove Empty Queries Confirmation

Are you sure you want to delete all empty queries?

-

2. If unsure about removing empties, select No. Otherwise, select Yes to remove the empties.
The Query List page is refreshed and the empty queries are removed.
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Aggregate Statistics

Once an hour, RMC compiles message statistics and saves them to the statistics table. Statistics
are grouped into 10 minute increments by sender, receiver, message type, terminal ID, and
direction (inbound or outbound relative to RMS). These statistics are available for viewing from
the Aggregate Statistics page. The displayed aggregate statistics include data from within 365
days from the current day.

Viewing Aggregate Statistics

To view message aggregate statistics:

1. From the application menu, select Messages>Aggregate Statistics. The Aggregate Statistics
page is displayed (Exhibit 30).

Exhibit 30. Aggregate Statistics

Aggregate Statistics

Date & Time
* From:
*To:

Range:

Message Info

Sender:

Receiver:

Message Direction

09-25-2015 00 00 00 # Inbound (ILOG)

B &

09-25-2015 23 59 | 59 # Qutbound (OLOG)

Entire Day

el

is exactly Message Type: Q Include v

is exactly v Q

2. Enter the Date From and To fields.

3. Enter optional fields to narrow the output statistics:

a.

b.

Set Time Range (default is entire day). Refer to Step 2 on page 7.

Message Direction (Inbound (to Railinc)/Outbound (from Railinc)—default is both
directions.

Sender (default is blank). Refer to Step 4 on page 8.
Receiver (default is blank). Refer to Step 4 on page 8.
Message Type (default is blank). Refer to Step 4 on page 8.

Include/Exclude: Use this to select whether to include or exclude the entered message
types (default is include).

4. When criteria have been set, select Search. The Aggregate Statistics page is redisplayed with
the summary results at the bottom.
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Exhibit 31. Aggregate Statistics (showing summary results)

Aggregate Statistics

Date & Time
* From: 09-25-2015 = 00
*To: 09-25-201% ] 23
Range: Entire Day
Message Info
Sender: is exactly .
Receiver: is exactly A

Message Direction

Message Direction

« Inbound (ILOG)

# Qutbound (OLOG)

Message Type: Q Include v
Message Count

Average Size Total Size

10 | 50

100 | 250 | 500

If both directions had been selected, the data is initially divided into Inbound (to Railinc) and
Outbound (from Railinc) counts. To view the breakdown of either set of data, select the Inbound
or Outbound link. A breakdown sorted by Sender is displayed (Exhibit 32).

Exhibit 32. Aggregate Statistics (Inbound Details)

Aggregate Statistics
Date & Time Message Direction
* From: 09-25-2015 E] 00 0o oo « Inbound (ILOG)
To: | 02252015 E 23 || 59 | 59 - EITTELEE,
Range: Entire Day v
Message Info
Sender: is exactly v Q Message Type: Q Include v
Receiver: is exactly v Q
= =
Sender Receiver Message Direction MessageType Terminal Message Count Average Size Total Size
CSXTD032 Inbound 3 (]
RRD Inbound 3
RRDC Inbound 2
RRDC Inbound 1 7
RRDC Inbound 1 6
RRDC Inbound 1
RRDC d 1
RRDC d 1
RRDC d 1
RRDC d 1
RRDC d 1
RRDG d 1
RRDC d 1
RRDC d 1
RRDC d 1
RRDC Inbound 1 30
RRDC Inbound 1 7
RRDC Inbound EHMSDO1 (]
RRDC Inbound EHMSDO1 74
RRDC Inbound EHMSDO1 60
RRDC Inbound EHMSDO1 7
RRDC Inbound 1 7
RRDC Inbound 01 35 -
10 | 50 | 100 | 250 | 500
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The breakdown is alphabetic by Sender. To view actual messages, select the link for a Sender.
The Aggregate Statistics for that selected sender are shown (Exhibit 33). Use the Back button to
go back and select a different direction.

Exhibit 33. Message Summary Results (Inbound Details for one Sender)

Aggregate Statistics
Date & Time Message Direction
* From: 09-25-2015 = 00 0o oo ¢ Inbound (ILOG)
*To: 09-25-2015 B 23 q o « Qutbound (OLOG)
Range: Entire Day v
Message Info
Sender: is exactly v Q Message Type: Q Include v
Receiver: is exactly v qQ
= E3
Date Time Sender Receiver Message Direction MessageType Terminal Message Count + Average Size Total Size
07:20 RRDC Inbound EHMSDO2 1 412 112
RRDC Inbound EHMSDO2 2 432 866
426 1,278
10 | 50 | 100 | 250 | 500

Use the Back button to go back and select a different Sender.

Note: Date links open a page similar to Search Results to allow the user to view details of
individual messages (refer to Exhibit 15).

Downloading Aggregate Statistics

Execute a search for statistics as described in Viewing Aggregate Statistics on page 21. When the
Summary is displayed, select Download. A dialog box opens to allow either saving or directly
opening the extracted information. The downloaded data is the raw data from the statistics table,
not the data shown on the screen (as if the user drilled down to the lowest level). It can be saved
in CSV format and opened by MS Excel.

See Downloading Messages on page 17.
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Monitoring

The Monitoring menu allows users to manage notifications.

Exhibit 34. Monitoring Menu

MNotifications

Exhibit 35 describes the task available on the Messages menu.

Exhibit 35. Monitoring Menu Items and Descriptions
Menu Item Description

Notifications Allows the user to manage notifications for messages.
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Notifications

RMC can be configured to send alerts via e-mail when events occur. RMC currently supports
volume events in production. It also supports message trends, that is, if the volume of messages is
greater or lesser than a previous time period.

Notifications can be especially useful when establishing messaging with a new trading partner as
part of the testing process. When the test period is successfully completed and message counts
verified, the notification can be disabled or deleted.

To work with notifications:

1. In RMC, select Monitoring>Notifications. The Message Notifications page is displayed
(Exhibit 36).

Exhibit 36. Message Notifications

Message Notifications

+ Ada Edit | Cop Delete | @ Undelete Clear Alerts Show History )

Notification Type Status Sender Receiver MessageType ThresholdType Threshold Alerts Last Alert Notes

The page shows existing notifications for the user. Tasks that can be performed include:
View—View notification details.

Add—Add a new notification.

Edit—Change an existing notification.

Delete—Remove a notification.

Undelete—Brings back any previously deleted notifications.

Clear Alerts—Clear alerts generated by notifications.
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Monitoring

Viewing Notifications

To view details of a notification:

1. On the Message Notifications page (Exhibit 36), select the hyperlinked notification name that
you want to view. The View Notification page is displayed (Exhibit 37).

Exhibit 37. View Notification

View Notification

Name: My Notification

Sender: | is exactly ﬂ Q Receiver: is exactly j

# Inbound ' Outbound

& Message Volume Message Trend

Under ® Over 0 Messages for

Send alert when the number of messages matching the above query is

Hour |v| Period

®Any 1
The First 1 Day(s) of the month
The Last 1 Day(s} of the month

Notes

Exclude Notifications || Show All

Email: james anton@railinc_com

Message Type:

# Edit |« Save | X Cancel

Adding Notifications
To add a notification:

1.
Details page is displayed (Exhibit 38).

2. Asneeded, the shown notification details can be edited (see Viewing/Editing Notifications).

On the Message Notifications page (Exhibit 36), select Add. The Add Message Notification

Railinc Messaging Console User Guide
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Exhibit 38. Add Notification (with default settings)

Notes

Add Notification

Name: | Iy Notification

Sender:

Exclude Notifications || Show All

=] Help
Email: james anton@railinc.com
is exactly v Q Receiver: is exacly v Q Message Type: Q
® Inbound " Outbound
* Message Volume Message Trend
Under ® Over 0 Messages for
Send alert when the number of messages matching the above query is
® Any 1 Hour v Period
The First 1 Day(s) of the month
The Last 1 Day(s) of the month
¥
+ Save | % Cancel

2. Configure the notification. For help with configuration, select the Help link. A help panel
with complete instructions opens (Exhibit 39).

Note: The Help panel has radio buttons in the center for Message Volume and Message

Trends. By default, help is shown for Message Volume. For help with message
trending configuration, select the Message Trends radio button. The instructions are
modified.
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Exhibit 39. Notification Help

Message Notification Help

Message notifications alert you when message volumes are lesser or greater than an expected threshold. For message volume notifications, the
thresheld is an absolute message count. For message trend notifications, message volumes are compared to a previous period of the same
duration. In that case, the thresheld is in terms of percent.

Message Query

The top section contains two mandatory fields, the name of the notification and the email address. All other fields in this section are optional and
define your query.

1. Give your notification a name. The name is included in the subject line of alerts so try to make it descriptive

2. Provide one or more valid email addresses. Addresses must be separated with semi-colons, for example, abc@mycompany.com
xyz@mycompany.com

3. Optionally specify your query. including the sender, receiver, and message types. You can enter multiple message types, separated by
commas (,). Each message type can be abbreviated; a wildcard character is automatically appended to each message type.

4. Specify whether you are interested in messages you send or messages you receive.

* Message Volume "' Message Trend

Interval Periods
For each interval period, your query is automatically executed to obtain the message volume. There are three frequencies of interval periods
* Any - Interval periods run consecutively. Periods can be minutes (minimum 15), hours, days, weeks, or months (maximum 1 month). For
example, if you specify a 2-hour period, your query will run every two hours and an alert will be sent if the volume is below or above the
threshold.
« First - Interval perieds run menthly and cover the first N days of the month. For example, if you specify the first 7 days, your query will run in
the early moming hours on the 8th day of every month
« Last - Interval periods run monthly and cover the last N days of the month. For example, if you specify the last 7 days, your query will run in
the early moming hours on the 1st day of every meonth and cover the previous 7 days

Volume Thresholds
Wolume threshelds are in terms of absolute message counts.

1. Specify whether you want an alert if the message count is over or under the threshoeld
2. Specify the threshold value. For example, you may want to be alerted if waybill messages you send for any single day is greater than 1.000

This panel remains open until closed (select Close or X).

Note: Make the name chosen for the notification something that indicates the purpose of the
notification.

3. When the fields are completed (name and e-mail address are mandatory), select Apply to
save the new notification and remain on the details page. Select OK to save the new
notification and return to the Message Notifications page. The new notification is added to
the list of notifications.

RMC checks each specified interval period. It runs the query specified and obtains a message

count. If that count is under or over the threshold, depending on selected configuration, RMC
sends an alert.

Viewing/Editing Notifications
To view or edit RMC notifications:
1. On the Message Notifications page (Exhibit 36), and select the link for the notification, or
select the radio button beside the notification and select Edit. The Message Notification

Details page is displayed (similar to Exhibit 38).

2. Asneeded, make modifications to the displayed notification details.
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Monitoring

Select Apply to save changes and to remain on the details page. Select OK to save

3.
notification changes and return to the Message Notifications page.

Deleting Notifications

To delete RMC notifications:
On the Message Notifications page (Exhibit 36), select the radio button beside the

notification and select Delete. A confirmation panel is displayed (Exhibit 40).

1.
Exhibit 40. Delete Notification Confirmation
(¥ Delete selected Notification

Are you sure you want to delete selected Motific ation?
-3

If unsure about the deletion, select No. Otherwise select Yes. The panel closes and the

2.
Message Notification page is refreshed and the notification is removed.

Undeleting Notifications

To undelete previously deleted RMC notifications:
1. On the Message Notifications page (Exhibit 36), select the show history check box to display
any previously deleted notifications. The notifications appear with a line through the listing

(Exhibit 41).
Exhibit 41. Message Notifications (with deleted notification selected)

Notes

Message Nofifications
+Ada /Edt | Copy Delete | @ Undelete Clear Alerts ¥IShow History
Notification Type Status Sender Receiver MessageType ThresheldType Threshold Alerts Last Alert
My Notification volume Active (o] 1] 290 10-02-2015 08:43:53
i Motification2 wolume nactive a -] 0 —

2. Select Undelete. A confirmation message is displayed (Exhibit 42).
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Exhibit 42. Undelete Notification

 Undelete Notification

Undeleting the notification would active the alert. Are you sure you want to undelete the
notification?

-

3. If unsure about the undeletion, select No. Otherwise select Yes. The panel closes and the
Message Notification page is refreshed and the line indicating that the notification had been
deleted is removed. The notification can now be viewed and edited.

Clearing Notification Alerts

To clear RMC notification alerts (reset the counter to zero for a specific alert):

1. On the Message Notifications page (Exhibit 36), select the radio button beside the
notification and select Clear Alerts. The Alerts counter is set to zero.
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Routing

Exhibit 43. Routing Menu

___________________

Exhibit 44 describes the tasks available on the Routing menu.

Exhibit 44. Routing Menu Items and Descriptions

Menu Item Description
Company List Allows the user to view trading partner routing information.

Company List

To view company routing profiles:

1. In RMC, select Routing>Company List. The Primary Company Details page is displayed
(Exhibit 45).

Exhibit 45. Primary Company Details

t ' PrimaryCompanyDetails
Primary Company Details : UNDG
Managed Companies (
Managed Companies

Show History
Modified By Modified Date Case #

5000002

E6(UNDG)

10 50 100 | 250 | 500

The following tabbed information might be available for the Owner:

e Managed Companies (default tab)—displays existing managed companies (select a link
of a Company ID to view trading partner details and routing settings). Refer to the
Managed Company Details page (Exhibit 46).

e In Terminals—Shows the owner’s list of inbound terminals

e  Out Terminals—shows the owner’s list of outbound terminals
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Company List

Exhibit 46. Trading Partner Details (for selected partner link)

e Edifact—Shows the owner’s EDIFACT partners, if any exist
¢ Routes—shows the owner’s message routing. Owner’s message routing acts as a default

to its trading partners’ message routing.

o Envelopes—show the owner’s envelope preferences. Owner’s envelope preferences act
as a default to its trading partners’ envelope preferences.

e Msg Priorities—shows the owner’s message priorities. Owner’s message priorities act

as a default to its trading partners’ message priorities.

Note: No actions are available on these tabs, unless the user has Routing Profile Edit

permission. See My Permissions on page 37.

Managed Company Details : TESTE

Company Information

Customer: Yes * No * Company |D*:
* Primary’s ID:
Name: Activated Date:
Contact TESTE Title:
Address: TESTE Phone:
City: TESTE Email:
State: Country:
Default Routing
Messages received by RMS will be processed by: RMS T
Inbound Terminal None ¥ Outbound Terminal:
NextPath Terminal None v Jump Terminal:
Options
Default Envelope Format ISA " Train Il * Keep Original

Max Message Length

Ack Required
Discard Errors: Yes ® No

Check ISA Seq Yes'® No

Output Class v

*Case Number: 5656

Comments. TESTS

Discard Warnings:

Check TRAIN Il Seq:

Retain ISA Origin:

TESTE

10-06-2015

MNone

Mone

Yes ® No

Yes ® No

Yes ® Mo

2. No actions are available on this page or its tabs, unless the user has Routing Profile Edit

permission. See My Permissions on page 37 .

The following tabbed information might be available for the Trading Partner:

W

Details

Routes
Envelopes

Msg Priorities
Transformations

Select Cancel to return to the Primary Company Details page.

November 2015

32

Railinc Messaging Console User Guide



Tools Message Type Lookup

Tools
Exhibit 47. Tools Menu
Tools~ Routing~

Message Type Lookup

Trading Partner Lookup

Iy Permissions

Exhibit 48 describes the tasks available on the Tools menu.

Exhibit 48. Tools Menu Items and Descriptions
Menu Item Description

Message Type Allows the user to search for message types (Exhibit 49).
Lookup

Trading Partner Allows the user to look up trading partners (Exhibit 51).
Lookup

My Permissions Allows the user to view and request RMC permissions (Exhibit 54).

Message Type Lookup

To look up message types:

1. In RMC, select Tools>Message Type Lookup. The Message Type Lookup pop-up opens
(Exhibit 49).

Exhibit 49. Message Type Lookup

Message Type Lookup

2. Enter the ID of a message type in the available ID input field.
a. Partial input is allowed.
b. Wildcards (%) are allowed. Refer to Step 2.b on page 34.

3. Select Search. Search results are displayed (Exhibit 50).
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Exhibit 50. Message Type Lookup (Search Results)

Message Type Lookup

MessageType Envelope AlternateType AlternateEnvelope Desc
FA41T | SWAYBOO T RAIL CARRIER WAYBILL INTERCHANGE
SW417 | SWAYBOO T RAIL CARRIER WAYBILL INTERCHANGE

10 | 25 | 50 | 100

Trading Partner Lookup

When adding a new trading partner, a user needs to look up the partner to determine whether the
partner exists in RMC. A lookup can also verify correct company name spelling or the company’s
ID.

To look up trading partners:

1. In RMC, select Tools>Trading Partner Lookup. The Managed Company Lookup panel
opens (Exhibit 51).

Exhibit 51. Managed Company Lookup

Managed Company Lookup

O Please specify either a partial ID or partial name

1D: or Name:

2. Enter the ID or Name of a trading partner in the available input fields.
a. Partial input is allowed.

b. Wildcards (using a percent sign %, not an asterisk *) can be used to confine the search,
or to refine it in either or both fields. For example:

e  %BB% in the ID field produces a list with IDs beginning, ending, or containing the
letters BB together.

e % OIL% in the Name field produces a list of all IDs that have OIL somewhere in
their name.
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e %BB% in the ID field and %OIL% in the name field produces a list of partners

with IDs beginning, ending, or containing the letters BB together, and that also have
the word OIL in their name.

o %R%J% in the ID field produces a list with IDs containing both characters R and J
(in that order) at the beginning, end, middle, or separated by other characters.

3. Select Search. Search results are displayed (Exhibit 52 and Exhibit 53).

Exhibit 52. Managed Company Lookup (ID search results)

Managed Company Lookup

€ Please specify either a partial ID or partial name

1D: RAIL or Name: Q Search

Id Name Interconnect Owner

n ) 10 25 50| 100
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Trading Partner Lookup

Exhibit 53. Trading Partner Lookup (Name search results)

Managed Company Lookup

O Please specify either a partial ID or partial name

1D: or Name: RAILING]
Id Name Interconnect Owner

10 | 25 | 50 100

No actions are available on these results panels.

4. Select Close to exit the lookup.
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My Permissions

Note: Permissions can only be granted by the Railinc RMC application administrator, and
requesting permission does NOT imply automatic approval.

To manage permissions:

1. In RMC, select Tools>My Permissions. The My Permissions panel opens (Exhibit 54). The
companies listed on the left of the page represent all the companies that you could request
access to and those on the right are all the companies that have already accepted requests for
access.

Exhibit 54. My Permissions

My Permissions
Name: Namita Sahajwani Status: Active
Employer: RAILINC CORPORATION Phone: 9196515064
Title: Business analyst Email: namita.sahajwani@railinc.com
Company List User Companies
Company ID Status
Company ID - v | Active
v v  Active
v v  Acive
v v | Acive
v = « | Active
v v | Active
¢ Remo
v « | Active
v w | Active
v w | Active
v v | Active
v Vv
Send Request

2. The drop arrow next to each listed company can be selected to reveal full details of the
company, including if they manage multiple other Company IDs.

3. The Filter Primary Company input field can be used to filter the number of displayed
Company IDs.

4. To add arequest to access another company, select its Company ID from the list on the left
and then select the Add button. The Company ID appears on the left with a status of
“initiated”. To submit the request for permission, select the Send Request button. A message
appears stating that your request has been sent and the status changes to “pending.” An email
is sent to the indicated company for their review and approval.

5. When in the “initiated” status, a Company ID can be removed from the list on the right prior
to sending the request. To remove the Company ID, select it from the list on the right and
then select the Remove button. The company reappears on the list on the left.
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Help

When the user selects Help, the Help menu opens (Exhibit 55).

Exhibit 55. Help Menu

Help Guide
Tutorials
FAQ'S
News and Updates

Tell us what you Think

o Select Help Guide to open the RMC User Guide in a new window. When finished using
the Guide, close the extra Window.

e Select Tutorials to access tutorials on how to perform the functions of RMC.
e Select FAQs to access a list of frequently asked questions and answers.
e Select New and Updates to review details on upcoming product releases.

o Select Tell Us What You Think to initiate an email to send to Railinc. Use this email to
submit suggestions for improvements or general comments about RMC.
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Appendix A — Messaging Details
This appendix provides an overview of the parts of a messages that can be viewed using RMC.
Exhibit 56. X12 997 (Functional Acknowledgment) Segment Table

Communications Transport Protocol

Interchange Control Header

Functional Group Header

Transaction Set Header

[ Detail Segments ]

wn
=

for example, Benefit Enroliment

Transaction Set Trailer

HE
et

Transaction Set Header

[ Detail Segments

Functional Group

for example, Benefit Enrollment

Transaction Set Trailer

Functional Group Trailer

Interchange Envelope

2
=
S
£
(]
0
=
2
i
£
=
=
=
[=]
o

Functional Group Header

wn
|

Transaction Set Header

[ Detail Segments

for example, Claim Payment

Functional Group

Transaction Set Trailer

Functional Group Trailer

m
300

Interchange Control Trailer

Communications Transport Trailer
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Interchange Envelopes (ISA/IEA)

The Interchange Envelope, often referred to as the “outer envelope,” is the wrapper for all the data to be
sent in one transmission. It can contain multiple Functional Groups. This characteristic means that
transactions of different types can be included in the Interchange Envelope, with each type of transaction
stored in a separate Functional Group.

The Interchange Envelope is defined by the header and trailer; the Interchange Control Header
(designated ISA) appears at the beginning, and the Interchange Control Trailer (designated IEA) appears
at the end.

As well as enveloping one or more Functional Groups, the ISA and IEA segments include:

e Data element separators and data segment terminator

e Identification of sender and receiver

e Control information (used to verify message was correctly received)
e Authorization and security information, if applicable

The sequence of information transmitted is:

e ISA

e  Optional interchange-related control segments

e Actual message information, grouped by transaction type into Functional Groups
e I[EA

See Exhibit 57 and Exhibit 58

Exhibit 57. Example of an Interchange Header (ISA)

IR R

ISA*00* *01*6264712000 *01°6264716000

*000515"1457*U"00401"000000028"0 T~

$bd & &

The following list describes the ISA segments shown in Exhibit 57:

1. Authorization Information Qualifier
2. Security Information Qualifier

3. Interchange ID Qualifier

4. Interchange Sender ID

5. Interchange ID Qualifier

6. Interchange Receiver ID

7. Date

8. Time

9. Repetition Separator

10. Interchange Control Version Number
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11. Interchange Control Number
12. Acknowledgment Requested
13. Usage Indicator

Exhibit 58. Example of an Interchange Trailer (IEA)

IEA*1*000000028~

I

Number of included
Functional Groups Irrtemhange
contral number

Functional Groups (GS/GE)

Functional Groups, often referred to as the “inner envelope,” are made up of one or more Transaction
Sets, all of the same type, which can be batched together into one transmission. The Functional Group is
defined by the header and trailer segments.

The Functional Group Header (designated GS) segment appears at the beginning, and the Functional
Group Trailer (designated GE) segment appears at the end. Many Transaction Sets can be included in the
Functional Group, but all local transactions must be of the same type.

Within the Functional Group, each Transaction Set is assigned a functional identifier code, which is the
first data element of the header segment. The Transaction Sets that constitute a specific Functional Group
are identified by this functional ID code.

The GS segment contains:

e Functional ID code (the two-letter transaction code; for example, PO for an 850 Purchase Order, HS
for a 270 Eligibility, Coverage, or Benefit Inquiry) to indicate the type of transaction in the
Functional Group

e Identification of sender and receiver

e Control information (the Functional Group control numbers in the header and trailer segments must
be identical)

e Date and time

The GE segment contains:

e Number of Transaction Sets included
e  Group control number (originated and maintained by the sender)
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Exhibit 59. Example of a Functional Group Header (GS)

GS"HS5"6264712000"6264716000" 2000051514571 26" X"004010X092~

Functional |ID code T T
Date  Time Version/Release/
Sender's ID code Identifier Code
Receiver's |D code Responsible Agency Code

Group control number

Exhibit 60. Example of a Functional Group Trailer (GE)

GE*1*126~

I I 1
Number of

Transaction Sets Group control
nurmber
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Index

% (wildcard), 34
access
requesting, 4
SSO, 4
add
notification, 26
aggregate statistics
download, 23
overview, 21
summary, 21
All message selection button, 12
application title, 2
button
Duplicate, 12, 20
Remove Empty, 20
clear alerts for notification, 30
Company link, 2
Company List
routing, 31
contact, 1
Railinc, 1
contact us link, 2
content area, 3
Content icon, 13
control number, 9
copyright, 3
CSC, 1
Customer Success Center (Railinc), 1
delete
notification, 29
query, 19
Download/Extract message action button, 13
duplicate
button, 12
query, 20
edit
message query, 12
notification, 28
e-mail
RMC access notification, 4
RMC support, 1
envelope
Owner, 32
Error icon, 13
Help menu, 38
icon
Content, 13
Error, 13
Routing, 13
Warning, 13
Invert message selection button, 12
Launch Pad, 2
legal notices, 3
link
Company, 2
contact us, 2
Launch Pad, 2
message selection, 12

message type, 9

trading partner,
wildcard, 34
mailbag number, 9
menu, 3
application, 3
message
aggregate statis
direction, 8
download, 17
menu, 6
receiver, 9
redo search, 12
retransmit, 18
search, 6
sender, 8
text, 9
type, 9
type lookup, 33

34

tics, 21

message action button

Retransmit, 13

message action button

Download/Extr:
message area, 3
message detail

content, 14

hex, 15

route, 15

act, 13

message selection button

All, 12
Invert, 12
None, 12
Range, 12
Messages Menu, 6
overview, 6
tasks, 6
Monitoring
functions, 24
menu, 24

Notifications, 25

Msg Priority
Owner, 32

My Queries
menu item, 19

navigation link, 2

None message selection button, 12

notification
add, 26
clear alerts, 30
delete, 29
edit, 28

reset alert counter, 30

undelete, 29
view, 26, 28

Notifications (overview), 25

page title, 3

percent sign (%), 34

privacy rights, 3

navigation, 2 query
sign out, 2 delete, 19
timestamp, 11 duplicate, 20
login, 5 navigation controls, 11
log off, 5 remove empty, 20
logo (Railinc), 2 results, 11
lookup reuse, 20
November 2015 43 Railinc Messaging Console User Guide



Index

selection links, 12
Railinc Customer Success Center, 1
Railinc logo, 2
Range message selection button, 12
receiver (message), 9
remove empty

query, 20
request

permissions, 37

RMC access, 4
retransmit message

procedure, 18
Retransmit message action button, 13
RMC

application menu, 3

login, 5

Search Messages, 5

support, 1
route tab

message details, 15

Owner, 32
Routing

Company List, 31
Routing icon, 13
search

message, 6

results, 11
sender (message), 8
sign out link, 2
Sign-On Information, 2
Single Sign On (SSO), 4

Terminal
inbound, 31
outbound, 31
terms of service, 3
timestamp link, 11
title, 2
application, 2
page, 3
tools
My Permissions, 37
trading partner lookup, 34
trading partner
lookup, 34
undelete
notification, 29
user
permissions, 37
SSO, 4
view
messages, 14
notification, 26, 28
permissions, 37
Warning icon, 13
web interface
page layout, 2
wildcard
examples, 34
message text, 9
Message Type Lookup, 33
percent sign, 34
Search fields, 8

support, 1 Trading Partner Lookup, 34
terminal, 10
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